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DATA STORAGE & SECURITY 

WHY IS DATA STORAGE & SECURITY IMPORTANT?  

Your research data is incredibly valuable so you don’t want to lose it. Data loss can happen 

due to theft, hardware/software failure, computer virus, natural disaster or accidental loss. 

To prevent data loss, your data should be stored safely and securely. When planning your 

data storage and security procedures, include both physical and digital data. A general rule of 

thumb for data storage is to follow the LOCKSS principle: lots of copies, keep stuff safe. 

BEST PRACTICES: GENERAL DATA STORAGE 

 

BEST PRACTICES: PHYSICAL DATA STORAGE & SECURITY 

 

• You should have 3 copies of your data stored on 2 
media types with 1 copy offsite

• You may want additional copies if your data can't be 
easily reproduced

Practice the 3-2-1 
rule

• The frequency of backups depends on the research 
project but, in general, data should be backed up 
weekly

• Test your data back ups regularly to ensure that you 
can access the backed up data

Back up your data 
regularly

• Share with these procedures with your collaborators

• Practice the 3-2-1 rule for your documentation as well

Document your 
storage and security 

procedures

• Ideally, the storage location will help prevent data 
degradation (such as paper deterioration due to 
sunlight)

• For large amounts of physical data, create a label and 
organization system

Think critically 
about storage 

location and size

• For example, you can scan your lab notebooks or 
research notes in order to create digital back ups 

Create digital copies 
of any physical data
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STORAGE HARDWARE 

The ideal hardware is dependent on the research project, including the quantity of files, types of data 

and preferred back up method. However, all hardware will eventually fail or become obsolete. As part 

of your data storage procedures, plan to migrate data to new storage hardware every few years.  

Hardware Recommended? Disadvantages 

Personal computer YES Prone to theft or loss 

External hard drive YES Subject to degradation; lifetime is ~5 years 

Local server or drive YES Limited storage space  

CD/DVD YES 
Subject to degradation due to mishandling; can be 

laborious to use 

USB flash drive NO Easy to lose; very fallible  

Cloud services* Maybe 
Don’t use for confidential data; by agreeing to their 
Terms of Service, you may be giving the company a 

license to use your data 

* OakShare is the only OU approved cloud service for confidential data storage.  

BEST PRACTICES: CONFIDENTIAL DATA STORAGE 

According to OU Policy 860, confidential research data includes (but is not limited to) “information 

related to a forthcoming or pending patent application, grant applications and proposals, and 

information related to human subjects.” Confidential data needs to be stored more securely than 

non-confidential data.  

 

OU LIBRARIES CAN HELP WITH DATA STORAGE & SECURITY 

Contact Joanna Thielen, Research Data Librarian, for assistance 

jthielen@oakland.edu | 248-370-2477 

Physical confidential data  
Control access to physical storage 

locations 

Create a log system to track who 
accesses the data  

Limit transportation to only 
essential circumstances 

Digital confidential data  

OU-approved storage: OakShare 

Password protect files 

Don’t put sensitive data on the 
internet or in email 

Encrypt all files and devices that 
access confidential data 

http://www.data-archive.ac.uk/create-manage/storage/security
https://wwwp.oakland.edu/policies/information-technology/860/
https://library.oakland.edu/people/bios/index.php?bio=Thielen

